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Installation, Hardening, Patching
User Management
Database Privileges

Client - Server Communication
system access, password store, encryption, proxy technology

Data Access
privilege separation, external data, datapump, database links

Duty Segregation
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1. Installation, Hardening, Patching
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Software and Database Installation and Configuration e

Aleast - privilege principle (install only what you need and what you have licensed)
Astandardize and customize software installation in large environments
(Golden Images)

Available Product Components
Oracle Database 12c¢

The following are components that wou can install as part of Oracle Database 12c. Which of these
components do you want to install?

Components Install Status
[0 Enterprise Edition Options 12.2.0.1.0 Installed {v.12.2.0.1...
[J Oracle Advanced Security 12.2.0.1.0 Installed {v.12.2.0.1...
[ Oracle Partitioning 12.2.0.1.0 Installed {v.12.2.0.1...
t]-Oracle Spatial and Graph 12.2.0.1.0 Installed {v.12.2.0.1...
[J Oracle Label Security 12.2.0.1.0 Installed {v.12.2.0.1...
[JOracle OLAP12.2.0.1.0 Installed (v.12.2.0.1...
[0 Oracle Advanced Analytics 12.2.0.1.0 Installed {v.12.2.0.1...

[0 Oracle Database Yault option 12.2.0.1.0 Installed {v.12.2.0.1...
|

[ o8
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Software and Database Installation and Configuration

A Configuration of the database catalog : which options need to be configured

-- create database catalog (mandatory)
@?/rdbms /admin/ catalog.sql ;

@?/rdbms /admin/ catproc.sql ;

@?/rdbms /admin/ catoctk.sql ;

-- Install Java in the database (do | need this?)
@?/javavm /install/ initjvm.sql :

@?/xdk /admin/ initxml.sql :

@?/xdk /admin/ xmlja.sql ;

@?/rdbms /admin/ catjava.sql

@?/rdbms /admin/ catxdbj.sql

-- Install Label Security (is it licensed?)
@?/rdbms /admin/ catols.sq|l ;

execute LBACSYS.configure ols  ();

execute LBACSYS.ols_enforcement.enable_ols 0;
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Software and Database Installation and Configuration "\-\:;.Ef:,zﬁymsgggMATION

A which options are configured in the catalog

SQL> select comp_name, status from dba_registry
COMP_NAME STATUS

Oracle Database Catalog Views VALID
Oracle Database Packages and Types VALID
Oracle Real Application Clusters VALID
JServer JAVA Virtual Machine VALID
Oracle XDK VALID

Oracle Database Java Packages VALID
Oracle XML Database VALID
Oracle Workspace Manager VALID
Oracle Label Security VALID

Oracle Database Vault VALID
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Approach to Database Hardening \/

Oracle Documentation

Benchmark for Oracle (CIS, https://www.cisecurity.org/)

Bundesamt fur Sicherheit in der Informationstechnik: IT Grundschutz
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI|/Grundschutz/Hilfsmittel/Archiv/24 orcl pdf.html

Industry Specific Guidelines

A Payment Card Industry (PCI) Data Security Standard (DSS)
A http://www.oracle.com/us/products/database/security-pci-dss-wp-078843.pdf

Company specific Guidelines

Categories
Operating System Access
Software Installation and Patching
Discretionary Access Control (Authentication / Authorization)
Auditing
Network Access, Encryption
Oracle Enterprise Manager
Initialization Parameters
Backup and Disaster Recovery
Items for specific subsystems

Too oo oo oo Too To To To To
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Approach to Database Hardening V

Oracle Documentation
ORACLE Help Center Database ‘ Search products n

« Defibass Oracle Database 12c¢
Get Started with Release 2

Oracle Database
Get Started with Oracle Database

Give us your thoughts!

Get Started with
Database Cloud
Service

What's New

- e e -
<>
Install and Upgrade

Administration

Development Learn About Oracle Administration Development

- Database
Security Create Applications with SQL

Performance Introduction to Oracle Database and PL/SQL

Clustering Introduction to SQL =Mormance Create Applications with Oracle
High Availability Database Quickstart Tutorial Deploy Oracle Real Application Application Express

Data Warehousing Run SQL with Oracle Live SQL Clusters Develop Java Applications
Spatial and Graph What's New in Release 12.2 Upgrade Oracle Database Query JSON Objects

Distributed Data

Oracle Database Security Assessment Tool (DBSAT) (Doc ID 2138254.1)
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A pproac h to Database Patchin g e

Develop your own patching policy. Organisational Work !!

Common https://www.oracle.com/technetwork/topics/security/cvssscoringsystem-091884.html
Vulnerability Scoring
System (CVSS)

announcements of https://www.oracle.com/technetwork/topics/security/alerts-086861.html
security fixes made

in Critical Patch

Update Advisories

most recent patch http://www.oracle.com/technetwork/security-advisory/cpuapr2018-3678067.html
description

technical patch Master Note for Database Proactive Patch Program (Doc ID 756671.1)
installation
instructions
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2. User Management
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Usermanagement i Oracle Maintained Users

select username, profile, oracle_maintained , account_status
where oracle_maintained ='Y' order by 2,1;

USERNAME PROFILE O ACCOUNT_STATUS

from dba_users

Y EXPIRED & LOCKED
Y EXPIRED & LOCKED
Y EXPIRED & LOCKED
Y EXPIRED & LOCKED
Y EXPIRED & LOCKED
Y EXPIRED & LOCKED
Y EXPIRED & LOCKED
Y EXPIRED & LOCKED
Y EXPIRED & LOCKED
Y EXPIRED & LOCKED
Y EXPIRED & LOCKED
Y EXPIRED & LOCKED
Y EXPIRED & LOCKED
Y EXPIRED & LOCKED

ANONYMOUS DEFAULT
APPQOSSYS DEFAULT
AUDSYS DEFAULT
DBSFWUSER DEFAULT
DIP DEFAULT

DVF DEFAULT
DVSYS DEFAULT
GGSYS DEFAULT
GSMADMIN_INTERNAL  DEFAULT
GSMCATUSER DEFAULT
LBACSYS DEFAULT
OJVMSYS DEFAULT
ORACLE_OCM DEFAULT
OUTLN DEFAULT
REMOTE_SCHEDULER_AGENT DEFAULT
SYS$SUMF DEFAULT Y EXPIRED & LOCKED
SYSRAC DEFAULT Y EXPIRED & LOCKED
WMSYS DEFAULT Y EXPIRED & LOCKED
XDB DEFAULT Y EXPIRED & LOCKED
XS$NULL DEFAULT Y EXPIRED & LOCKED
GSMUSER GSM_PROF Y EXPIRED & LOCKED
DBSNMP PF_DBA_01 Y OPEN

SYS PF_DBA_01 Y OPEN

SYSBACKUP PF_DBA_01 Y EXPIRED & LOCKED
SYSDG PF_DBA_01 Y EXPIRED & LOCKED
SYSKM PF_DBA_01 Y EXPIRED & LOCKED
SYSTEM PF_DBA_01 Y LOCKED
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