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 Graduated from Helsinki University (Master of Science, computer 
science) 

 Worked with Oracle products since 1993, worked for IT since 1990 
 Database! 
 CEO for Kantamestarit Oy since 2000 
 CEO for Miracle Finland Oy since 10/2010 
 Board member for OUGF since 2001 
 Chairperson for OUGF since 2007 (vice-chair for years before that) 
 Ambassador/Spokesperson for EOUC since late 2007 
 Oracle ACE Director since 2013 (ACE since 2011) 

Introduction, Heli 
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 This is not a technical presentation 

 This session aims to raise the awareness of database 
security issues and how to tackle them 

Introduction to this presentation 
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 IOUG made a survey for users about the database 
security in 2013. All the statistics in this presentation 
are from that survey (it can be downloaded from 
Oracle pages): 

DATA SECURITY: LEADERS VS. LAGGARDS 2013 IOUG 
ENTERPRISE DATA SECURITY SURVEY (By Joseph McKendrick, 

Research Analyst Produced by Unisphere Research, a Division of Information 
Today, Inc. December 2013) 

Source: User survey made by IOUG 
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 My experience reflects very much this survey and 
that’s why I will use the results of this survey in this 
presentation 

 Opinions and interpretations are mine, statistics from 
the survey 

About this presentation 
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 The place where all the important and critical 
information of your company is kept. Some 
information is public but some very private... 

 

 

 

What is Database? 
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 The data/information is secured from people who 
should not see it. 

 Only those people who have permission to the 
data/information will have access on it. 

 

What is Security/Secured? 
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 Usually the data/information is the most valuable 
asset of a company. 

 If a unauthorized person has access to it: 

 Competitors will have benefit 

 Customers will be angry 

 Reputation will be bad, image is gone 

 ... 

 Maybe even end of business... 

 

Why must the database be secured? 
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 The data/information has leaked to somebody who 
does not have permissions to it: 

 Accidentally (Gas station, chocolate bar...) 

 On purpose (Ex-employee, criminal...) 

What is a data breach/leak? 
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Where does it leak? 
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Typical Risks 
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 No 

 But if you are more prepared than others, you are 
doing better... 

Can I be 100% sure our database will 
not be in a risk? 
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Likehood? 
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 If I secure my network... 

 Network vs database: some information vs all the 
information... 

 Why do people so often think about only the network 
when talking about security? Easier? 

Why is Database important? 
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Where does the threat come from? 
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 Why? Are they unreliable? Are they criminals? ... No 
 

 Other people can see sensitive data on your screen  ->  Data 
redaction 

 People tell things (human nature) -> education, training 
 Some information is public, some private. How do you know 

which is which? -> training, informing 
 Public network, unprotected, password is not  encrypted 

(neither is the data) -> encrypting, training, educating  
 Looses laptop (or a cell phone or a memory stick or...) -> 

password, encrypting, training, educating 
 ... 

Own employees the biggest threat? 
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 Illigal login (many interfaces...) 

 Highjacking the moving data (not encrypted) 

 SQL injection 

 Database copies 

 ... 

Threat from outside 
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Resources 
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Number of Databases 

PRODUCTION 

ERP 

STAND BY 

TESTS 

DW 

TESTS 

TEST 
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Number of database copies 
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Data Used in Non-prod environments 
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 Easier to break when the same data is saved in several 
places. One of them is definitely less protected... 

  Consolidation? 

Database security, # of databases 
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 Woops. That was production, I though I was in non-
prod environment... Remember 77% human errors... 

Database security, # of databases 
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 Production has administration/monitoring. Does test 
have? 

 All the different backups everywhere? Who has 
access? Who looks after them? Do you know if the 
dump file has been copied? 

 Database links? Maybe from test to production? 

 

Data in several environments 
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1) Prevent 

2) Detect 

3) Administrate 

What can I do? 
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Prevent 
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 The security start with the installation 

 Defaul passwords (!!!!) 

 Port 1521 

 Default object and privileges 

 Any default settings 

 ... 

 Before the excuse was that hackers do not touch Oracle 
because it’s too expensive. Do you believe that? 

Database security, installation 
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 Password protects the information 

 How good is the password? 

 Who knows it? 

 How often do you change it? (hard coded etc., ex-
employees) 

 Is it encrypted? 

 ... 

 

Password 
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 Must be designed 

 Must be implemented as designed 

 Must be looked after (employees coming and going, 
changing positions,...) 

 Must be implemented on the right level (if they have 
been implemented only in the application, you can 
override them by using SQL etc.) 

 

User rights/privileges 
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 Does the DBA need to see the data? 

 Why do people who have privileges have them? Do 
they really need them? Or would there be another 
way of serving their needs? 

 ... 

User rights/privileges 
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Know your data 
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 How can you protect it if you do not know it? 

Know your data 
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Encryption 
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Encryption, resting data 
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Encryption, moving data 
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Masking 
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Requirements for Masking 
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 Why is the data not masked? (excuses) 

 Takes too much time 

 Is too difficult 

 Everybody has signed the NDA 

 We trust our employees 

 All these people have access to production anyway 

 Etc... 

 Do you belive this? 

Masking 
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Protect your users 
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Data-handling errors 
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Tampering 
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Detect 
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 How do you know there has been a breach/leak? 

 How do you know who did or did not do it? 

 Monitoring? 

Breach/Leak? 
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Monitoring 
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 Mistä tiedetään, ketkä ovat mahdollisia vuotajia? 

 Miten voidaan todistaa, että oma dba ei ole vuotaja?: 
dba:lla ei ole tietoon oikeutta tai voidaan osoittaa, ettei 
ole siihen koskenut (nähnyt) 

Privileged users? 
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 Can you prove which users had no access to that 
information? Probably yes 

 Can you prove those people with privileges were not 
seeing the information even though they had rights? 
Probably not 

Privileged users? 
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SQL injection 
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Lenght of time to detect and correct? 
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 More than 1 day 29% 

 Do not know 33% 

 = 62% (!!!!) 

 

Can you afford to these numbers? 
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Administrate 
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Data Security Audits 
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Length of time to prepare 
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What can I DO? 
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 Really?  

 Do you recognize the right risks? Can you change your 
solution when the world changes? Have you tested 
enough? Are you a top expert on database security? 

 How much does it cost to create and maintain your 
own solution? How much does it cost if your solution 
does not work? 

”Our own tailored solution is always 
the best and cheapest” 
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 You need a security plan that will be implemented 
and maintained. 

 Security plan must be supported by the highest 
management 

 You do not need to do everything right away, baby 
steps are ok, just know where you are aiming 

 

Security plan 
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Typical Risks again 
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Solutions from Oracle 
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 Stop worrying about mastermind hackers. Start 
worrying about the IT guy 

 http://www.washingtonpost.com/blogs/the-
switch/wp/2014/10/17/stop-worrying-about-
mastermind-hackers-start-worrying-about-the-it-guy/ 

 
 

 

Washington Post, Oct 17th 
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 “Security research Dana Taylor, founder of NI@root and a 
self-described “ethical hacker,” said she discovered flaws 
in Oracle’s Reports software in 2011 and reported them to 
the company. Oracle began warning customers and issuing 
patches to solve the problem in 2012, but uptake has been 
uneven.” 

 http://blog.netinfiltration.com/2014/10/15/massive-oracle-
reports-data-exposures/ 

 http://blog.netinfiltration.com/2014/10/18/operation-oracle-
reports-anti-databreach/ 
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 “Mistakes in setting up popular office software have 
sent information about millions of Americans spilling 
onto the Internet…” 

 “There’s an old joke,” said Columbia University 
professor Steven M. Bellovin, “that computers need a 
‘Do-What-I-Mean’ function.” 

Washington Post, Oct 17th 
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 “..Ben Caudill of Rhino Security Labs. “A lot of time 
organizations don’t really know what’s publicly 
accessible, and that becomes a real big problem.”” 

 “The university says it has reviewed its IT system 
maintenance and administrative processes and has 
now applied all patches available for its servers. “ 

 “Security issues typically get attention and resources, 
experts say, only when something goes wrong.” 

 

Washington Post, Oct 17th 
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 “Some experts lay at least some of the blame on 
Oracle for issuing software that was both 
complicated to use properly and had default settings 
that left security weak. If a software patch must be 
issued to correct a problem, there will always be some 
computers that are left vulnerable — especially at a 
time when many information technology departments 
are understaffed.” 

Washington Post, Oct 17th 
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 “… Joseph Lorenzo Hall, chief technologist for the 
Center for Democracy & Technology. “To think that a 
local government IT administrator in a small town is 
going to be able to adequately protect from all threats 
is woefully misguided.”” 

Washington Post, Oct 17th 
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 The world goes on and hackers are always one step 
ahead 

 Having security in place makes you a bit tougher 
target and maybe they will choose somebody else 

 Prevent as much as you can 

 Detect as much as you can 

 Administrate: audits in regular bases 

 

Conclusions 
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 The leaks must be detected as soon as possible and 
the recovery time must be as short as possible 

 Know your data 

 Make sure the privileges are designed and maintained 

 Create, follow and maintain a Security Plan 

 

Conclusions 
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Questions? 

 

heli@miracleoy.fi 

@helifromfinland 

Helifromfinland.wordpress.com 

 

Thank you! 


