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ABOUT PYTHIAN

Pythianôs400+ IT professionals 

help companies adopt 

and manage disruptive 

technologies to better compete 
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Systems currently 

managed by Pythian

EXPERIENCED

Pythian experts 

in 35 countries

GLOBAL

Millennia of experience 

gathered and shared over 

19 years

EXPERTS

11,800 2400
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TECHNICAL EXPERTISE

CLOUD

ADVANCED

ANALYTICS

DATABASES

BIG DATA

DEVOPS

Using the disruptive nature 

of cloud for accelerated, 

cost-effective growth

INFRASTRUCTURE

MANAGEMENT

Mining data for insights & 

business transformation 

using data science

Ensuring databases are 

reliable, secure, available 

and continuously optimized

Harnessing the 

transformative power of 

data on a massive scale

Providing critical velocity in 

software deployment by 

adopting DevOps practices

Transforming and managing 

the IT infrastructure that 

supports the business

© 2016 Pythian. Confidential



All great products / tools:
Oracle Database Vault

Oracle Audit Vault and Database Firewall

Privilege Analysis

Oracle Key Vault

Oracle Identity Management

Transparent Data Encryption

Oracle Data Redaction

VPD / FGAC / Real Application Security 

(RAS)

Oracle Data Masking and Subsetting

Oracle Total Recall

Advanced Security Option

ÅWhat can we do with what 

we already have?

ÅWhat we need to watch out 

for?

ÅHow should we change our 

operational practices?

é. Instead it is aboutThis session is NOT about
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AGENDA 

ñTop Recommendationsò

ÅApplies to Standard Edition & Enterprise Edition

ÅVarious releases: 10g, 11g, 12c

The take away: tips, suggestions, cautions!
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Avoid Clear Text 

Passwords in Oracle Net



Avoid Clear Text Password in Oracle Net

ÅAuthentication is automatically encrypted - other commands are not!

ÅNever use ñ é identified by é ò through Oracle Net

ÅWhat about our tools?

ÅUse the ñpassword ò command instead

ÅThis command does encrypt the password in flight
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Avoid Clear Text Password in Oracle Net

ÅEasy for a DBA to trace (just to prove):

ÅEasy for anyone else on the network to trace

ÅNetwork sniffers (i.e. WireShark)
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Avoid Clear Text Password in Oracle Net

ÅResulting trace file:

ÅUsing $ORACLE_HOME/bin/ trcasst :   (11g)

12c 

Bug!
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Avoid Clear Text Password in Oracle Net

ÅWhat about if youôre going through a public network?
ÅOr between services in a public cloud?

ÅFrom Amazon RDS documentation:
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Avoid Clear Text Password in Oracle Net

ÅWireshark to AWS with VPC security group:
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Avoid Clear Text Password in Oracle Net

ÅBetter method (example: AWS RDS using SQL Developer):
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Oracle Net Encryption

ÅNetwork encryption no longer part of ASO

ǐSource: http://docs.oracle.com/database/121/DBLIC/editions.htm

ÅBackported to 11gR2:

ǐSource: 

http://docs.oracle.com/cd/E11882_01/license.112/e47877/options.htm#DBLIC143
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Oracle Net Encryption

ÅNetwork encryption can be as simple as two parameters in the 

sqlnet.ora file:

ÅMany other options also available including TLS
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Protect Password 

Hash Values & Salts



Protect Password Hash VALUES & SALTS

ÅEasy to crack offline (particularly old 10g DES hashes)

ÅProtect network traffic:

ÅñOracle Network Encryptionò or other tunneling software

ÅExposures pre-11.2.0.4ïsee CVE-2012-3137 ïFixed OCT2012 PSU

ÅProtect and audit in the catalog:

ÅSYS.USER_HISTORY$and SYS.USER$.SPARE4(includes the salt)

ÅConsider Data Pump export files

ÅForce complexity: Use a password-verification function and profiles
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Protect Password Hash VALUES & SALTS

ÅNever post hashes into documentation or ticket system:

Donôt 

Do!
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Avoid Passwords in 

Script Variables



Avoid Passwords in Script Variables

ÅDonôt put passwords into script variables:
ÅVariables can be exposed in diagnostic dumps

ÅAlso shouldnôt ever need to ñexport ò variables!!

ÅScripting mistake:

21© 2016 Pythian. Confidential

Could be 

the ñoprò 

utility



Avoid Passwords in Script Variables

ÅListener dump:
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Avoid Passwords in Script Variables

ÅVariables are in: /proc/${ pmon pid }/environ

ÅAnd RMAN script when running:
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Avoid Passwords in Script Variables

ÅBetter solution: ñSecure External Password Storeò (SEPS)
ÅDoesnôt negate ñ / AS SYSDBA ò connections

ÅCompatible with SQLNET.AUTHENTICATION_SERVICES=NONE
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Avoid Passwords in Script Variables

ÅñSecure External Password Storeò usage:
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Use the Scheduler



Use the Scheduler

ÅCRON scripts often run .SQL files

ÅMonitoring jobs

ÅApplication jobs

ÅBackup jobs

ÅHow are the DB credentials for those secured?

ÅWhy schedule from the CRON and then have to worry about DB 

credentials?
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Use the Scheduler

ÅRun DB work directly in the DB if possible Ą PL/SQL

ÅBut if necessary can also use the Scheduler to run OS scripts

Å( . sh or . cmd )

ÅIf shell access is required to run OS scripts:

ÅUse a Scheduler Credential (11g and 12c)  ă Preferred

ÅUse externaljob.ora (10g, 11g, and 12c)  ă Not recommended
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RISK: Using the Scheduler Without a Credential

ÅOS Security context for non-SYS jobs to use when running 

external jobs is defined in:

$ORACLE_HOME/rdbms /admin/ externaljob.ora

ÅBe careful this doesnôt become an OS-injection risk

ǐThe program being run could be ñshò

ǐActual OS commands could be the arguments
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RISK: Using the Scheduler Without a Credential

ÅDefault UNIX settings in externaljob.ora :

run_user = nobody

run_group = nobody

ÅBe cautious if changing to a more powerful account

run_user = oracle

run_group = dba
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OS 

Injection



RISK: Using the Scheduler Without a Credential

ÅWindows adds the service: OracleJobScheduler <ORACLE_SID>

ÅService ownership defaults to LocalSystem (11g)

ÅChange to a low level user or disable (default)

ÅThis service runs non-SYS scheduler jobs

31© 2016 Pythian. Confidential

OS 

Injection



Use the Scheduler

ÅScheduler best practices:

1. Donôt shell out to the OS if possible (use PL/SQL instead)

2. If running OS scripts use Scheduler Credentials (11g & 12c) 

instead of externaljob.ora

3. Use a dedicated least-privileged DB account (never ñSYSò)

4. Use a dedicated least-privileged OS account (not ñoracle ò)

5. Use the new 12c job type: SQL_SCRIPT
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Set Security Initialization 

Parameters



Set Security Initialization parameters

ÅOften overlooked initialization parameters:

SEC_MAX_FAILED_LOGIN_ATTEMPTS

ÅNot password attempts ïclient to server process

SEC_PROTOCOL_ERROR_FURTHER_ACTION

ÅWhat the server process does when receiving bad packets

SEC_PROTOCOL_ERROR_TRACE_ACTION

ÅTrace, log, alert, or nothing with bad packets

SEC_RETURN_SERVER_RELEASE_BANNER

ÅIs the DB version returned to the client

Changes in 

12.1.0.2

Changes in 

12.1.0.2
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Set Security Initialization parameters

ÅIn sqlnet.ora pre-12c:

SQLNET.ALLOWED_LOGON_VERSION

ÅIn sqlnet.ora as of 12c:

SQLNET.ALLOWED_LOGON_VERSION_SERVER

SQLNET.ALLOWED_LOGON_VERSION_CLIENT

ÅControls ñauthentication protocolò:
Åi.e. O3L, O4L, O5L, O5L_NP, O7L_MR

ÅDBA_USERS.PASSWORD_VERSIONS
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Consider Secure 

Application Design



Consider Secure Application Design

ÅSecure application design would include separate schemas for:

ÅData - Code - Access (users)

ÅImplement data & code separation using:

ÅFully qualified object references or private synonyms

ÅPromote a ñleast privilegeò model

ÅData schemas (with full DML) can be LOCKED!

ÅIf not, there is always a risk
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Consider Secure Application Design

ÅEven more secure if all data interaction is through PL/SQL objects 

(APIs)?

ÅControls use of object privileges

ÅNo dynamic SQL

ÅUse bind variables and/or DBMS_ASSERTto prevent SQL 

Injection:

Source: https://en.wikipedia.org/wiki/SQL_injection
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Consider Secure Application Design

Data 

Holding 

Schema

Locked

Code 

Schema

Locked

VCanôt perform DDL 

on tables or code

VCanôt perform ad-

hoc queries

VCanôt perform DDL 

on base tables

VSanitize inputs with 

DBMS_ASSERT

Users

Open
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Use Role Security



Use Role Security

ÅCan be a solution to try to prevent ñapplication bypassò

ÅTOAD / SQL Developer / SQL*Plus connections

ÅTypically protect with a password or a package:
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Use Role Security

ÅActivate password protected roles:

ÅLimitations of password protected roles:

ÅPasswords sent as clear-text through Oracle Net

ÅPre-11.2.0.4: by-pass through nesting:

Test if 

using an 

old version
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Use Role Security

ÅApplication roles:

ÅAuthentication logic resides in PL/SQL package

ǐMust use ñinvokerôs rightsò

ǐMust include one or more security checks (i.e. using SYS_CONTEXT)

ǐMust issue SET ROLE or DBMS_SESSION.SET_ROLE

ÅAfter granting, manually change to notbe a ñdefault roleò ï

otherwise logic is bypassed!
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Listener Protection



Listener Protection

ÅValid Node Checking

ÅProvides basic firewall functionality

ÅOnly allow connections from authorized application servers and 

DBA desktops

ǐPrevent ñapplication by-passingò

ÅPrevent connections from un-authorized servers

ǐFrom TEST/DEV/QA to PROD

ǐThrough DB links after refreshes
RISK!
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Listener Protection

ÅDB Link Risk:

PROD1 PROD2
DB Link

DEV1

RMAN Clone

DB Link

DB Links and passwords should be adjusted 

after a RMAN duplicate but often are missed
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Listener Protection

ÅValid Node Checking implementation:

ÅThree parameters in serverôs sqlnet.ora :

ÅCanôt use hostname or IP ranges (no wildcards)

Åñinvitedô and ñexcludedò are mutually exclusive
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Listener Protection

ÅProtect the database from a connection storm through listener 

parameters:

RATE_LIMIT

CONNECTION_RATE_<listener>

ÅBut thereôs still risks:
ÅTNS connections can by-passing the listener and connect directly 

to dispatchers (if port is discovered)!

ǐCheck the default shared server related initialization parameters 

(ñDISPATCHERSò)XDB!
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Protect at the OS 

Level



Protect at the OS Level

ÅIf someone can copy the .DMP and RMAN backup files they have 

everything!

ÅWhat if backed up to remote device / NFS share?

Make sure owner and group is correct & file permissions are limited
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Protect at the OS Level

ÅTools can extract data right out of DBF files:

Make sure group is correct and membership is 

limited; Ensure (o)thers have no permissions
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Use Proxy 

Authenticated 

Connections



Use ñProxy Authenticated Connectionsò

ÅDBA & Developers donôt need to know any schema passwords (i.e. 
application schema passwords)

ÅUse ñProxy Authenticated Connectionsò

ÅñConnect as specified schema using your own credentialsò
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Use ñProxy Authenticated Connectionsò

ÅExample:
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Use ñProxy Authenticated Connectionsò

ÅViewing configuration:

ÅViewing active connections:
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Use ñProxy Authenticated Connectionsò

ÅDBA_AUDIT_SESSION:

ÅDBA_AUDIT_TRAIL:
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Use ñProxy Authenticated Connectionsò

ÅAdvantages:

ÅProxy authenticated connections provide more functionality than 

ñALTER SESSION SET CURRENT_SCHEMA é ò

ÅWorks with most tools and utilities (including wallets)

ÅWorks with JDBC thin connections

ÅAll access individualized for audit

ÅEasier off-boarding of DBA / Dev staff:

ǐWho no longer works here yet still knows the password 

because it hasnôt been changed!
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Wrap Up!
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