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Infrastructure at your Service.
About me

Wisson
Delivery Manager

Principal Consultant

+41 79 819 25 98

gerard.wisson [ at ] dbi-services.com
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Who we are
dbl services

Experts At Your Service il
> Over o0 specialists in IT infrastructure g oy
> Certified, experienced, passionate | |

Based In Switzerland
> 100% self-financed Swiss company
> Over CHF& mio. turnover

Leading In Infrastructure Services
> More than 120 customersinCH, D, & F
> Over 40 SLAs dbi FlexService contracted
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1.Introduction
2.Lifecycle Management Solutions
3.Configuration Management

4.Conclusion
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Introduction
Some of our challenges

CC13c Lifecycle Management 1162006




Introduction
Some of our challenges

200+ Servers

> Pre-requisite

> patching

Several stakeholders

> Applications (App1, App2,...,Appn]
> Platform

> Database
> 0S

GxP
> Process: 1Q, 0Q, PQ
> Documentation: Configuration Master File, System Manual

Need more control
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Introduction
Current situation

Manual Control
> Script to execute manually to check if the pre-requisites are fullfiled
> Technical review of the applied changes

Documentation

> Regular review
> Update

Dev patching out of full control
Time and resource consumption

Lack of communication
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Introduction
Goal

Automatic Control

> Script to be executed automatically to check if the pre-requisites are
fullfilled based on templates

- Automatic check to see if the change has been correctly applied (collect
evidences]

> Keep the same level of control over a period of time

Documentation
> Collect and export automatically the configurations
> Facilitate the update

Dev patching out of full control
> Automatically notified when changes have been applied

Improve the communication
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Introduction
Solution?

Is the Lifecycle Management THE solution?
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Lifecycle Management Solutions
Overview
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Lifecycle Management Solutions
Overview

Discovery
> |dentifying host and SW to be seen as manageabled targets
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Lifecycle Management Solutions
Overview

Discovery

Provisionning

> Controlling Mass deployment of SW, applications, servers
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Lifecycle Management Solutions
Overview

Discovery
Provisionning

Patching

> Keeping the installation as much as possible up to date
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Lifecycle Management Solutions
Overview

Discovery
Provisionning
Patching

Configuration Management
> Discovering, collecting, comparing targets

Page 14 ®

CC13c Lifecycle Management 11/16/2016 Adbi ===



Lifecycle Management Solutions
Overview

Discovery

Provisionning

Patching

Configuration Management

Compliance Management
> Controlling if targets are compliant based on owned defined standard
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Lifecycle Management Solutions
Overview

Discovery

Provisionning

Patching

Configuration Management
Compliance Management

Change Management
> Propagating changes in database
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Lifecycle Management Solutions
Overview

Discovery

Provisionning

Patching

Configuration Management
Compliance Management
Change Management

Enterprise Data Governance
> |dentifying, managing , tracking and securing sensitive data
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Lifecycle Management Solutions
Overview

Discovery

Provisionning

Patching

Configuration Management
Compliance Management
Change Management
Enterprise Data Governance

Change Activity Planner

> Planning, managing, monitoring operations that involves dependencies
and coordination across teams, business owners
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Lifecycle Management Solutions
Solutions for OS and Middleware

Discovery - Yes

Provisionning - Yes

Patching - Yes (only for 0S)
Configuration Management - Yes
Compliance Management - Yes
Change Management - No
Enterprise Data Governance - No

Change Activity Planner - Yes
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Configuration Management
How the system iIs behaving
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Configuration Management
Introduction

Comparison Introduction
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Comparison_introduction_v2.avi

Configuration Management

User Interface

Possibility to access a function through several ways or menu

Pa— -

E o % O &% o a

Summary

Monitoring
¢ End |
Jokb
4 F Reports
1 Configuration
C Compliance
Frovisioning and Patching
Cluality Management

iy Orracle Support

Cloud

CC13c Lifecycle Management

SYSMAM W

E wimiestwasl1 it dbi-services

1 | Page Refreshed Aug 18, 2016 9:02:5% AM CEST 4

Comparnson & Drift Managememnt
Inventory and Usage Details
Search...

History

Sawved

Configuration Extensions
Refresh Host Configuration. ..

Change Activity Plans

Iy Tasks
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Configuration Management

User Interface

Search Filter to use different criteria

Configuration History

4 New Search

Target Type All

Target Name containg

Configuration ltems Add.. Clear

Relationship tems o Add.  Clear

Type of Change All

Show History Records Grouped

Annotation containg

CC13c Lifecycle Management

L]
Page Refreshed Aug 18, 2016 9:14:16 AM CEST 4.

Save  SaveAs  Schedule and Notify  History Job Activity Search Using30L v

Include Member Target Changes
(@) Changes Discovered In Last 7 & v Days
(") Changes Discovered

After Aug 11, 2016 9:14:17 AN

Before Aug 18, 2016 9:14:17 AN

On Host contains -1_';:\
Member Of contains -"J\
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Configuration Management

User Interface

Search on Name

Saved Configurations

4 Search

Target Type All

‘ Target Name msda

View Delete

Name

wasl1-55L

Dar201608111200

CC13c Lifecycle Management

Collected After

Collected Before

fdetm_domaind1_dctm_domaindi/dctm_domain01/msDa7-01

Mdetm_domaind1_detm_domaindi/dctm_domain01/msDa7-01
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Configuration Management
User Interface

Save/Export/Configuration Report

» Changes Over Time

Configuration Changes (2) | Relationship Changes (0}

View v  [2 See Real-Time Obzervations | 1, Expurté -7 Detach
Change Discovered Target Name Target Type History
Records
Aug 11,2016 556:35PM  /dcim_domain0._.  Oracie WebLogic ;
Server
Aug 11, 2016 9:21:40 AM Mdctm_domaind...  Oracle WebLogic 10

01 Server

Do you want to save =_UTF-8_Q_EM=5FECM=5FCONFIG=5FHISTORY=2Exls_= (2536 bytes) from wmtestoracc13cit.dbi-services.com?

CC13c Lifecycle Management

{ Save | | T Cancel

Save and open
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Configuration Management
User Interface

Save/Export/Confiquration Report

42 Save As x>
ORACLE Enterprise Manager Cloud Control .
A « DBl » Event » Doag » 2016-11 » working v O Search working P
— 1‘ msDa7-01 o Organize « Mew folder f=z - 0
E= [ webLogic Server -
- ogic v b startUp [l Shut Down. ) o
I This PC Mame Date Type Size Tags
Saved Configuration .. Configuration Report I Desktop vtestwasOT_HW_fi.. 8/18/2016 11:36 AM File folder
alb fdctm_domain01_dctm_domain01/dctm_domain01/msDa Documents detm_domain1_Ad..  7/29/2016 10:52 AM File folder
Mode Manager Configuration ; Downloads B detm_domain0l_de..  8/18/2016 11:40 AM Microsoft Excel 97... 3KE
Machine Configuration J" Music B vmtestwa s01_HWads  8/18/2016 11:36 AM Microsoft Excel 10 KB
Resource Adapter & Pictures 0= plan.docx 8/18/2016 8:38 AM Microseft Word D... 10,791 KB
ar 2-“’2:‘ A ;::; \ /|
Resource Adapter Outbound _ D QUESTIONS bet 8/12/2016 4:04 PM Text Document 1KB
_ B videos 5] statusit 8/5/2016 8:30 AM Text Document 1KB
Server Information )
e Windows8_05 (( E Domain1DACluster... & WinRAR ZIP archive TKE
JDBC Datasource o ) X )
- Data (F) J export_templatexml 8/ XML File 3KE
Re: U
SO e SYSTEM DRV (G B detm_domainl_Ad..  7/29/2016 10:52 AM Microsoft Excel 97... 10KE v
Virtual Hosts = - ol a >
Startup Shutdown Classes
_ File name: | Saved_dctm_domain01_dctm_domain1_msDa7-01_Configuration.zip i
Jolt Connection Pool
Work Manager Save as type: | All Files (*.%) ~
JMS Server
File Store A Hide Folders Cancel
JMS Topic Domain Home Tul1fapploracle/Middleware/12cfuser_projectsfdomains/detm_domain01
JMS Queue Host Name vmtestwas01 it dbi-services com
JMS Connection Factory Java Home Jub0fapploracleMiddleware/Javasjdi.7.0_65fre
JDBC v
Netwo Do you want to save =_UTF-8_Q_Saved_dctm=5Fdomain01=5Fdctm=5Fdomain01_dc_= =_UTF-8_Q_tm=5Fdomain01_ms... frorm vmtestoracc13cit.dbi-services.com?
Rows: 30
Save |¥ Cancel
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Configuration Management
User Interface

Saved Configuration
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Saved__dctm_domain01_dctm_domain01_msDa7-01_Configuration.xls

Configuration Management
User Interface

Lock - closed/unclosed for search/template

b Search

To perform an operation on a comparison femplate, highlight the row and select an operation.

fctions +  View w

Mame

WLS 5351

-

Host-gw 1

Default Infiniband
Metwork

Eb

Default Exadata
Cell

Eb

ry Default Infiniband
L1 Switch

W Create... [ Create Like...
Target Type Owner
Oracle WebLogic Server  SYSMAN
Host SYSMAN
Oracle Infiniband Metwork  SYSMAN
Oracle Exadata Storage
Server SYSMAN
Oracle Infiniband Switch SYSMAN

CC13c Lifecycle Management

o View  Edit..

Default

<

<

Save Only
Differences

€ < < <X

2 Delete

7 Compare Configurations

Description
WLS 351 enabled or not enabled
Compare Host - memory (GWI)

Default configuration comparnison template provided by Oracle for the Infiniband
Metwork target type.

Default configuration comparnison template provided by Oracle for the Exadata
Storage Server farget type.

Default configuration comparison template provided by Oracle for the Infiniband
Switch target type.
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Configuration Management
User Interface

Configuration Browser

=

4+ msDa7-01 ©

[L, WebLogic Server w ) Start Up

[ shut Down...

Saved Configuration .%. Configuration Report

F] r:| fdctm_domaind1_dctm_domain01/dctm_domain01/msDa7-01

Mode Manager Configuration
Machine Configuraticn
Rezource Adapter

Rezource Adapter Outbound

[Server Information

JDBC Datasource

Resource Usage

Virtual Hosts

Startup Shutdown Classes
Jolt Connection Pool
Work Manager

JMS Server

File Store

JMS Topic

AT Miasmaam

Mehanrk Channels

CC13c Lifecycle Management

~F Create Blackout...

', End Blackout...

Server Information 4 Actions «

Configuration Properties

Last collected at  8/11/2016 9:17:27 AM

Saved to Repository  8/M11/2016 11:52:03 AM

View » ., Export .| Detach
Name Value
Listen Port 7012
Administration
Port 002
Enable Mative 10 frue
Maximum Open 1
Socket Count B
Stuck Thread Max 600
Time (Seconds)
Stuck Thread
Page 29
11/16/2016

reshed Aug 18

b Actions w

in01

®
l services



Configuration Management
Configuration

Collecting configuration
> Automatic (default collection period)
> Host: every 24 hrs
> Database: every 12 hrs
> Middleware: every 7?7 Hrs
> Manual
> Using GUI
> Using a script
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Configuration Management
Configuration management - example

SSL Listen Port
> configured: 7114
> saved: 7112
> Last collected at 8/10/2016 5:43:09 PM
- Saved to Repository 8/11/2016 9:02:03 AM
> latest : 7113
> Last collected at Aug 11, 2016 9:17:27 AM
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Configuration Management
Collecting configuration

GUI

> Refresh

4 msDa7-01 ©

[ ]
— I, WebLogic Server w ‘tart Up [ ShutDown.. £ Create Blackout.. (', End Blackout...

Latest Configuration /*O Refresh

Configuration Report

F F:. fdetm_domaind1_dctm_domain01/dcim_domaind1/msDa7-01 A .fr.lcun_dumainm_dctm_dnmainm.th:tm_i

Mode Manager Configuration
Machine Configuration
Resource Adapter

Resource Adapter Outbound
Server Information

JDBC Datasource

Resource Usage

Wirtual Hosts

Startup Shutdown Classes

CC13c Lifecycle Management

Configuration Changes 0

Configuration Properties  Immediate Relationship

Last collected at  Aug 15, 2016 9.31:49 AM

View v T, Export . Detach

Property Name  Property Value
Target Version 12110
Operating System  Linux

Platform »ob_64
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Configuration Management
Collecting configuration

CLI

emctl control agent runCollection <Oracle_Home_Target>:oracle_home
oracle_home_config

oracle@:/u00/ [DUMMY] date
Thu Aug 18 08:39:41 CEST 2016

oracle@:/u00/ [DUMMY] ./app/oracle/agentl3c/agent 13.1.0.0.0/bin/emctl
control agent runCollection agentl3cl 8 vmtestwasOl.it.dbi-
services.com 6734:oracle home oracle home config

Oracle Enterprise Manager Cloud Control 13c Release 1
Copyright (c) 1996, 2015 Oracle Corporation. All rights reserved.

EMD runCollection completed successfully

oracle@:/u00/ [DUMMY] date
Thu Aug 18 08:41:06 CEST 2016
oracle@:/u00/ [DUMMY ]
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Configuration Management
What can you do?
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Configuration Management
Overview

View
> Latest and saved configuration
> Inventory & usage details

Save
> Collected information
> Reports

Track

> Configuration history

Compare
> Target and current configuration
> Target and saved configuration

Search
> Collected configuration data
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Configuration Management
Overview

Host
> Hardware
> Memory, CPU, I/0 device, network

Middleware

> Node Manager

> Machine

> Web service

> Resource Adapter

> Web and EJB modules
> Server information
Datasource

Vv

Recource usage

Vv

\

Work Manager
> aso ...
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Configuration Management
Comparisons

Template (filters for comparisons)
> Associated with a specific target type
> [tem types
> Item
> Properties
> Default templates provided by Oracle

Functions

> Create

> Edit

> View

Delete

Export, Import

Vv

Vv
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Configuration Management
Comparisons - One time

One Time Comparison
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One_time_comparison_v3.avi

Configuration Management
Comparison & Drift Management

Drift

- Compare configuration of a target with another target ([same type)

Consistency
- Reflects the change of target members within a system (cluster members])

Comparison
> On current configuration
> On saved configuration

> Current = Latest
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Configuration Management
Comparison & Drift Management

Comparison With Drift
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Comparison_with_drift_v3.avi

Configuration Management
View

Configuration browser

> Configuration items and properties

> System configuration

> System and relationships

> Configuration extension collection data

Access
> Latest configuration
> Saved configuration
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Configuration Management
Save

Snapshot for future reference
> Configuration item
> Relationship data

Performance

- Can take several minutes in case a “big configuration” is saved
> Job (ECM Save job type) is created to run asynchronously
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Configuration Management
View - Save

Browsing
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Browsingv2.avi

Configuration Management
Search

Search configuration data
> Set of configuration provided by Oracle
> Provided configuration can be used to create own searches

Functions

> Search (configuration search])
> Create

> Run

> Edit

Delete

Import & Export

Vv

\4
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Configuration Management
Search

Configuration Search
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Configuration_Search.avi

Configuration Management
Track / Configuration history

Target changes
> Configuration
> Relationships

Recorded over a period of one year
Job search scheduling
Notification

Annotation
> Login name and time stamp for each annotation
> Can only remove his own annotation (or super admin privileges])

History job activity
> View based on role and access level
> Purged after 31 days
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Configuration Management
Track / Configuration history

History
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history.avi

Conclusion
Goal reached?

Automatic Control

> Script to be executed automatically to check if the pre-requisites are
fullfilled based on templates -> NO (manually)

- Automatic check to see if the change has been correctly applied (collect
evidences) -> YES (but use a manual procedure with saved configuration)

> Keep the same level of control over a period of time -> YES

Documentation

> Collect and export automatically the configurations -> NO (manually]
> Facilitate the update -> YES

Dev patching out of full control
> Automatically notified when changes have been applied -> YES

Improve the communication (out of scope)
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Conclusion
Pro & contra

> Notification when changes are applied
> History

> Have to do a manual collection or use the emctl command
to have the information in “real” time

> GUI not always user friendly
> Automatic configuration save is missing
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Let’'s meet at booth 242



Infrastructure at your Service.

Any questions? Please do ask

Wisson
Delivery Manager
Principal Consultant

+4179 819 25 98
gerard.wisson [ at ] dbi-services.com

We look forward to working with you!
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