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A g e n d a Wir machen aus Daten Wissen

A Zugriffsbeschrankungen in APEX

A Kurzer Uberblick von RAST Grammatik und RASADM
A Typen von Application Users

A Aktivierung von RAS-Feature im APEX

A Demo
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Zugriffsbeschrankungen in APEX W’FRWT

Authentication- Login
A Darf ich Einloggen

A Custom, LDAP,
Single Sign-0On,
APEX, HTTP Header Variable

A :APP_USER
Authorization - Rechte

A Was darfich sehen

A Was darfich machen
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Zugriffsbeschrankungen in APEX 2 FRT

Human Resources Log Out
- _ .
Edit Employee K

i
@ First Name Alexander Country Code Country Name

* -
- | Last Name Hunold IN India

* JP Japan

E-Mail AHUNOLD
5G Singapore
*
Hire Date 03-JAN-90
*
Job Proarammer s

Salary $9,000

Apply Changes

www.frt.at
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Datenzutrittskontrolle Wir machen aus Daten Wisser

Human Resources Log Out
=
Employees
f:'i - . A
User:LPOPP, Department: Finance
1]
- | Q hd Go Actions v Create
First Name Last Name Department Salary
./? Steven King Executive £24,000
f Luis Popp Finance
./? Jose Manuel Urman Finance
_,»7 Ismael Sciarra Finance
f John Chen Finance

< 6-10 2

www.frt.at
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Real Application Security (RAS)

Mit RAS unterstutzt DB
A APEX-Users
A Privileges und Roles

A Datenzutrittskontrolle

A Close to data
A Sicherheit
A Leistung

A Enterprise Edition
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RASADM und seine Grammatik
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Wir machen aus Daten Wissen

@ Introduction

Policy Summary

Users and Roles Count Data Security Count

Application Users from External Stores 0 Data Security Policies 1

Application Users in Database 3 Data Realms 3

Application Roles from External Stores 0 Privilege Classes ]

Application Roles in Database 8 Application Namespaces 1
www.frt.at
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Dat a Real m S Wir machen aus Daten Wissen

Human Resources Log Out

Employees

User:LPOPP, Department: Finance

m & 5 K

Q hd Go Actions v Create

First Name Last Name Department Salary
Steven King Executive £24,000
Luis Popp Finance
Jose Manuel Urman Finance

Ismael Sciarra Finance

John Chen Finance
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D at a R e al m S Wir machen aus Daten Wissen

RAS Administration Help Logout

Policies | ’7

Home * Policies » Policy Definition

Policy [ Cancel J [ Delete J Apply Changes
Data Realm Authorization

Realm
Name Description Type SQL Predicate
[1 MYSELF My record REGULAR email =
xs_sys_context('xs$session','username")
[] IT IT employee REGULAR department id = 60
[] ALL All employee REGULAR 1=1

Column Authorization
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P O I i C i eS Wir machen aus Daten Wissen

RAS Administration

Policies

Home * Policies * Policy Definition

Policy [ Cancel J l Delete J |

Policy Name *  HREMPLOYEES DS

Description ‘ Employees ‘

Protected Db‘JECtS ‘ HR EMPLOYEES |~ E

Data Realm Authorization
Column Authorization
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Application Privelege (ReChte) Wir machen aus Daten Wissen

Privileges

Home > Privileges

Qv Go B B Actionsv
Privilege
Privilege Description Name Description Owner
VIEW_SALARY_PRIV - VIEW_SALARY_PRIV_CLASS - HR
UPDATE Update Privilege DML DML Privileges Security SYS
Class
INSERT Insert Privilege DML DML Privileges Security  SYS
Class

www.frt.at
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A p p I i C ati O n RO I eS Wir machen aus Daten Wissen

RAS Administration

Home * Roles

Qv Go ‘ E % Actions v

Role -==T Description Privilege Object Role Type

HR ROLE - UPDATE HR EMPLOYEES REGULAR

HR ROLE - VIEW_SALARY HREMPLOYEES REGULAR

XDCONNECT Dynamic Role to every application user - . DYMNAMIC

DYNAMIC ROLE - - . DYMNAMIC
www.frt.at
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A p p I i C atl O n RO I eS Wir machen aus Daten Wissen

A Regular
A Konnen DB Roles vererben

A Dynamic
A Konnen keine DB Roles vererben
A Konnen trotzdem regular Roles vererben.
A Mit PL/SQL zu einer Session hinzugefligt werden

apex_authorization.enable _dynamic_groups (
p_group_names =>
apex_t_varchar2('DYNAMIC _ROLE")

);

www.frt.at
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Access Control Lists (ACL) i machen ausDaen s

Application Privelege Application Users/Roles

VIEW_SALARY SELECT IT_ROLE EMP_ROLE

Access Control List (ACL)

TNl VIEW SALARY Rl EMP ROLE [
GRANT SELECt  [REM IT_ROLE [y

EMP_ACL

Policy - EMPLOYEE_DS, Apply to Table: EMPLOYEES

Column Constraints Data Realms

IT
Column SALARY -

MYSELF
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A p p I i C at I O n U S e r S Wir machen aus Daten Wissen

A Keine DB-Users smavris daustin-
A Konnen keine Datenbankobjekte besitzen

A Haben aber Default-Schema

A Mit RAS auf DB-Level leicht erkennbar

A XS_SYS _CONTEXT('XS$SESSION', USERNAME"' )

www.frt.at
oracLe [

Wir machen aus Daten Wissen. 15 © 2016 FRT Consulting




Typische APEX-Architecture

Applikation User:

R

L

5
oo APEX_PUBLIC_USER

R APt

smavris daustin
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smavris daustin
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Y :APP_USER

www.frt.at

© 2016 FRT Consulting



X 4
X 4
Typische APEX-Session mit RAS W'FRWT

Session
DB User XS$NULL
Current DB Schema HR
RAS User DAUSTIN
APEX User DAUSTIN
Session User APEX_PUBLIC_USER

DBMS_SYS SOQL.PARSE_AS USER

www.frt.at
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RAS Application Users
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Wir machen aus Daten Wissen

RAS Administration

Home * Users

Qv Go E % Actions v

User -_=T Description Default Schema Status Roles Default Enabled Granted Role

ADMIN - ACTIVE NO RASADM_USER_ADMIN

DAUSTIM HR ACTIVE NO EMP_ROLE

DAUSTIN HR ACTIVE NO IT_ROLE

SMAVRIS HR ACTIVE NO EMP_ROLE

SMAVRIS HR ACTIVE NO HR_ROLE
www.frt.at
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RAS Si m p I e AC C O u nt er machen aus Daten Wissen

RAS Simple Account
A Regulare + Dynamische RAS Roles
A RASADM - Verwaltung

A Authentication T im APEX

.-]:I-
| | — N RAS
A P EX - GEPRUFTE
W USERNAME
USERNAME--PASSWORT USERNAME == ROLES
A Synchronisation ? A

Gold
ORACLE Pwsin
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RAS Dlrect Logln Account Wir machen aus Daten Wissen

RAS Direct Login Account = RAS Simple Account + Kennwort
A Regulare + Dynamische RAS Roles

A Authentication in APEX T Database Accounts i moglich

A XS _PRINCIPAL.SET PROFILE

A Direct Connection (FORMS, SQLplus, etc.)

(o0e
b
P—— USERNAME
APEX YR |

USERNAME === ROLES

www.frt.at
oracLe [

Wir machen aus Daten Wissen. 20 © 2016 FRT Consulting




-4y,
4 FRT

EXter n aI US ers Wir machen aus Daten Wissen

A Nur Dynamische RAS Roles

A Authentication i im APEX

A Zuweisung des Roles i im APEX

A APEX _AUTHORIZATION.ENABLE DYNAMIC GROUPS

. Username
.
APEX 9 o

RAS

Username + Password == Roles
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Aktivierung von RAS-Feature im APEX W’FRWT

ORACLE Application Express

Manage Reguests ™ Manage Instance Manage Workspaces ™ Monitor Activity ™

T | Manage Instance ~ Security

Security Settings | Authorized URLs

Security Cancel

Show All Security HTTP Pr... RESTful ... Feal App... | Session ... Workspa... Region a... Authenti.. Passwor...

Real Application Security

<>

Allow Real Application Security Yes

www.frt.at
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Aktivierung von RAS-Feature im APEX  wimschenousostenisen

@ Application 102 ~ Shared Components = Authentication Schemes = Create / Edit Er 1 ®
Authentication Scheme LI Apply Changes
Show All Source Login Processing Feal Application Security

Real Application Security

<

RAS Mode External Users

Dynamic Roles  XDCONNECT b DYNAMIC_ROLE

<

Namespaces  LDAP_GROUP Sl HRAPP

LDAP_TEST

www.frt.at
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ENABLE_DYNAMIC_GROUPS s FRT

1|ECREATE PROCEDURE POST AUTHENTICATION AS
2 L MEMBERSHIPF apex application global.vc arrZ;
3 1 GROUPS apex t wvarchar?2;
4| BEGIN
5 L MEMBERSHIP := APEX LDAP.MEMBER OF (
© p_username => 'firstname.lastname’',
7 P _pass => 'password',
8 p_auth base => 'cn=read-only-admin,dc=example,dc=com’,
9 p _host => 'ldap.forumsys.com ',
10 p port => '389");
11 FOR i IN L MEMBERSHIP.FIRST..L MEMBERSHIP.LAST LOOP
12 1 GROUPS (1 GROUPS.count) := L MEMBERSHIP (i) ;
13 END LOOP;
14
15 APEX AUTHORIZATION.ENABLE DYNAMIC GROUPS (
16 p_group names => 1 GROUPS);
17 'END POST AUTHENTICATION;
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Im Post-Authentification W machen s osten Wiser

(’1‘) Application 102 ~ Shared Components = Authentication Schemes = Create / Edit Ef 1 @
Authentication Scheme I Apply Changes
Show All Mame Source Session Mot Walid Login Processing Real Application ...

Login Processing

Pre-Authentication Procedure Name

Post-Authentication Procedure Mame POST AUTHEMNTICATIONM

Help Text

www.frt.at
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Vererb u n g d eS PriVI I eg eS Wir machen aus Daten Wissen

DB OBJECT PRIVELEGES (SELECTONEMPLOYEES

v

DATABASE ROLE (GRANT SELECDON ATO DB_EMP

$ —

RAS REGULAR ROLE (GRANTDB_EMPIO EMP_RONE

RAS DY‘NiMIC ROLE

W

APPLICATION USER

S

R
I:)I
sV

=
L
TE
IG
° s
N

(SELECT,VIEW_SALARY,VIEW_HR)
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APEX Authorization Scheme Bt T

*
Mame IT ROLE

* o
Scheme Type Is In Group w
%
Group Name IT ROLE o
*

Access Denied!

Identify error message
displayed when scheme
violated

Validate authorization scheme: @ Once per session

O Once per page view

A ORA_CHECK_ACL

A ORA_CHECK_PRIVILEGE

www.frt.at
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APEX Authorization Scheme e macen s e s

Region
== = = G v
¥ Security
Authorization - Select - > >
Scheme _ Salect -

¥ Configuration | Must Not Be Public User
INot IT_ROLE}

Build Option - Select - > >

¥ Server Cache

r

Caching Disabled >
¥ Customization

F
Customizable Mot Customizable By End Users 4

¥ Comments
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Zugriffsbeschrankungen anlegen

Wir machen aus Daten Wissen.

DEMO
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Faz i t Wir machen aus Daten Wissen

Vorteile fur APEX T Entwickler
A Hohe Leistung

A Verstarkte Sicherheit

A Keine Rekomplilation

A RASADM
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A Database Real Application Security Administration
http://docs.oracle.com/database/121/RASAD/toc.htm

A Oracle Database Real ApplicationSecurity Administrator's and
Developer's Guide

http://docs.oracle.com/database/121/DBFSG/toc.htm

A Real Application Security (RAS) and Oracle
Application Express (APEX) von Dimitri Gielis

http://de.slideshare.net/DimitriGielis/real-application-security-ras-and-oracle-
application-express-apex

A Oracle Database 12c: Real Application Security for Oracle

Application Express von Joel Kallman und Tanvir Ahmend
http://www.slideserve.com/odele/oracle-database-12c-real-application-security-
for-oracle-application-express
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K O n takt Wir machen aus Daten Wissen

FRT Consulting GmbH

Liebenauer Hauptstrasse 2-6
A-8041 Graz

Fon: +43 316 711212 -0
Fax: +43 316 7112 12 - 99

Icons designed by Freepik from Flaticon
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